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What is a SignaKey?

SignaKey through a partnership with ECC
Corporation recently had a global specification
for e-Labelling published by IECQ following an

audit and approval by BSI. This specification:

IECQ-CS 033000-UK 0001 can be found on

the IECQ website.”
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http://www.e-labelling.com/
http://www.iecq.org/index.htm

What is a SignaKey?
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Uses NSA Suite B, FIPS Compliant, AES 256 Bit,
Secure Hash Algorithm Encryption VERY SECURE

256 Hexadecimal data symbols enables
5.19 X 10?3 unique identifiers A LOTI!!!!

Fast decode (< 3 seconds) with $7.95 webcam
or Smartphone FAST AND LOW COST.
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SignaKey Mark Consists of “Y”

A Binary equivalent =0
If only these 2 -

Y Binary equivalent =1

A Quatnary equivalent =0

>- Quatnary equivalent =1
If there are4 _ Q Y &4

Y Quatnary equivalent =2

_~<< Quatnary equivalent =3
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How Does a SignaKey work?

Virtually Unlimited Quantities

256 Data Hexadecimal Data Symbols provides

i

5.19 Decillion Unambiguously Unique Marks

J

5,190,000,000,000,000,000,000,000,000,000,000
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All 256 Data Symbols Shown
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How is it decoded ?

Open the App on
your Smart Phone

Engine Validation .0

Prepare to Decode

Point Smartphone
at the Product

Usemame

Password

Signakey symbol
Focus on the e-

label

SignaKey background

Mode

Try to use macro focus

Decode, verify
and authenticate

Play beep
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How is it decoded ?

Open the App on
your Smart Phone

n Prepare to Decode

Decode, verify |8
and authenticate ||§8
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Point Smartphone
at the Product
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What can you use SignaKey for ?

Security / Brand Protection

Electronic components
— Counterfeit prevention / authentication
— Serialisation

Documentation

Supply Chain Movement
Pharmaceuticals
Medical

High Value Goods
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What can you do with the Key ?

0 KeY STIMHITHY._?: fqu TAR
L A

SS4

‘ Stop Camera
Using: USB 2760 Camera
Camera Web
Start Decode
Confirm: I

"] Popup Result

Earliest 18 Oct 2013 [E~v

Decoding Parameters
[] Vertical Flip
Data Symbol Width: 16

[~

=

Height: |16

Network

Logged in as SS4.rmcd

09:59:26  Startlive decode

09:59:27 =Decode Success*® In1 attempt 1- Information ”BUttOnS" deSigned
09:59:27 Key ='SignaKey:Demo-S54-20' . . .o

:59:2 Decode history: 8 decodes
095927 Decods liskory: 8 docodes to store media files specific to
Newest 18-Nov-2013 14:31Z

| 095927 Publie - LTcasscn auao Lowpw @ctual part.

2. These files can be images or .pdf.
3. OCM Datasheet button can be
multi-page .pdf.

4. Visual inspection results & images
should also be attached.

[ Log Out
LTC488 LTC488 LTC488 LTC488 LTC488 LTC488
Top View XRay Side Timing Datasheet Test Result
www.signakey.com 10
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xamples of Attachment

D ANALOG EMIZEMC-Compliant, 15 KY ESD-Protected,
RS-232 Line Drivers/Receivers

ADMZ[IBEMDM2I]?EIJ'¢|]M2[IHEIAIJM211 E/ADM213E |

Solvent Test

/Il\\\\\\

LLESAD.
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| IC Photos, 1Etched | | X Ray Images

ANY MEDIA TYPE CAN ATTACH:
» DOCUMENTS

»> IMAGES

» VIDEOS

FEATURES
Con plias with 5943 36/ EEC BINC diractars
ESD protaction to [EC 1000-4- 2(201-2)
Contact dscharga: 26 K
Rir-gap discharga: =1 SKY
Human body modal:=15 kf
EFT/burst imm unity (IEC 10004-4)
Lowe Bl am s ions(EN 55022
Elirninates nosd for TransZo rbds up praszors
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Singka 5V pomarsupply
Shutdown modat pW
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The shutdon fnction on the ALMALE diables the chasgs iee ADM23% poduce,

pumpardall tmram s and peaipe . On ths ADM213E the ﬁllmsﬂ# upgrdirgofoldsc dsigna

Table 1.Sebcion Table
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I OCM Multi Page Spec Sheet I
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History Records All Decodes

O KeysTiMuLUS RGS TAR
SS4

09:59:26  Startlive decode -

09:59:27 =Decode Success* In1 attempt

09:59:27 Key ='SignaKey:Demo-SS54-20'

09:59:27 Decode history: 8 decodes (8
Oldest 14-Nov-2013 13:27Z ‘ ‘
Newest 18-Nov-201

Public ='LTC488C

In addition to the data “Buttons”, the
History feature highlighted here, produces

the detailed transactional information

By selecting on the earliest date when all

the test data was recorded by the
Distributor, detailed records of every

‘ Stop Camera
Using: USB 2760 Camera
Camera Web
Start Decode
Confirm: l

subsequent decoding of the SignaKey are

|| Popup Result

Earliest 18 Oct 2013

available for known post authentication
provenance.

Decoding Parameters

"] Vertical Flip
Data Symbol Width: »16 =]  Height: |16
Network
Logged in as SS4.rmcd
[ Log Out l [ Configure ] [ About \
k= LTC488 LTC488 LTC488 WWWSignareasgom LTC488 LTC488 12
Top View XRay Side Timing Datasheet Test Result




Post Authentication History

Timestamp

111472013 12:50:54 PM
11/13/2013 4:52:02 PM
11/13/2013 4:36:41 PM
11/13/2013 4:35:03 PM
11/11/2013 3:34:01 PM
117772013 7:25:07 PM
117772013 3:30:08 PM
117772013 3:44:41 PM

Disclosed

True
True
True
True
True
True
True

True

User

Signakey. RMcD
554 Bill

554 greqo
554 . rmed
554 . rmed

Signakey RMcD

IP Address

70.91.232 201
68.106.7.56
72.67.233.32
79.67.233.32
184.9.216.1
70.91.232 201
70.91.232.201
70.91.232.201

IP Known

SignakeyMI

SignaKevNH
SignaKeviNH
STIMULUS
SianakKeyM| ,@
SignakeyM| @
SignakKeyM|

m

*The component was decoded after testing by the user: SS4.RMCD at IP
address 70.91.232.201 @Timestamp 11/7/2013 7:25:07PM. See record @

« The component was then sent via FedEx to Stimulus Engineering where it
was decoded by user: SS.grego @ IP address 184.9.216.1 @ Timestamp
11/11/2013 3:34:01 PM. See record (2)
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How is a SignaKey Decoded

S7.95 Webcam from Walmart

/

Apple | Phone or | Pad

Android Tablet Ir Smartphm

www.signakey.com 14
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What do You Get With SignaKey ?

A uniquely identified part / component.

With bespoke attachments.

From a Secure data base.

Easy to decode and in real time.

Traceability down Supply Chain after inspection.

Secure Database can be hosted wherever
required.
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Summary

Supply Chain Track and Trace
Counterfeit Prevention
Product Authentication
Enhanced security
E-Labelling

Questions.



